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THE ESSENTIAL GUIDE 
TO CYBER SECURITY 
FOR OFF-SITE EVENTS

During this off-site session, 
you’ll need to use your 
venue’s Wi-Fi network and 
possibly also have a remote 
connection back to your own 
network. You’ll be accessing 
your files while in the venue 
and discussing confidential 
company information. 

In any off-site situation, 
there are important security 
considerations that need to be 
made before sharing your data 
with third parties or accessing 
external Wi-Fi networks.

YOU ARE TAKING 
YOUR TEAM OFF-SITE  
FOR TRAINING OR  
A MEETING.
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WHEN IT COMES TO CYBER INCIDENTS, MANY EXPERTS AGREE  
IT’S NOT A CASE OF ‘IF’ AN ORGANISATION WILL EXPERIENCE  
AN INCIDENT BUT ‘WHEN’. 

THE CYBER THREAT 
AND YOU

It’s impossible to achieve 
impenetrable security in  
a world of increasingly 
advanced cyber crime, 
especially when human error 
plays a role in many breaches.

In light of this, it is important 
to target your defence to 
vulnerable areas. 

A SOFTER TARGET:  
OFF-SITE EVENT AND 
TRAINING VENUES 

Third party suppliers can 
provide a sought after softer 
target for malicious parties. 
In fact, according to Deloitte, 
basic hygiene issues with third 
parties are responsible for 
many cyber issues. 

From hotels to co-working 
hubs, venues present greater 
opportunity for incidents  
due to the sensitive information 
shared directly with them  
or via their networks. It’s critical 
the Executive team have 
comprehensive knowledge  
of their venues, including  
the security they offer and the 
information they have access to.
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Choosing a venue that has invested in their I.T. infrastructure, utilises comprehensive data security 
tools, and follows stringent security processes should be non-negotiable. The following is a useful 
guide of criteria to consider when assessing venues for off-site events:

MANY VENUES DIFFER GREATLY WHEN IT COMES TO I.T. WITH  
THE GREATER POTENTIAL FOR EXPOSURE DURING OFF-SITE EVENTS, 
YOU WANT TO KNOW YOU’RE IN SAFE HANDS WHEN VENTURING 
OUTSIDE YOUR OWN FOUR WALLS. 

WHAT ARE THE VENUE’S DATA STORAGE PRACTICES?

Before sharing sensitive company information with a venue, Cliftons I.T. Team  
cautions there are three questions you should be asking:

1.   Where do they store your data? 

2.   Is this data backed up? 

3.   What do they do with the data after the event?

This could be things like exam papers, training materials or computer images.

IS THE VENUE’S NETWORK SECURE?

It’s critical a venue’s network is separated to ensure your data is secure when  
multiple companies are using the same venue. This mitigates risk of compromise  
during off-site events. It’s baseline security, but the question needs to be asked to avoid 
unwanted surprises.

IS THE WI-FI NETWORK SECURE?

Prioritise venues who offer their own fully supported Wi-Fi network. Why? Many hotels lack 
the infrastructure to offer Wi-Fi internally and do so through a third-party company. This leads 
to further potential compromises through additional suppliers having access to your data, 
opening the door wider to threats. At Cliftons, all support is managed by a head office team  
who resolve incidents internally.

ASSESSING VENUES’  
CYBER SECURITY LEVELS

ASK YOUR 
VENUE

Is their Wi-Fi network 
managed internally?



IT’S CRITICAL 
THE EXECUTIVE 
TEAM HAVE 
COMPREHENSIVE 
KNOWLEDGE OF 
THEIR VENUES, 
INCLUDING THE 
SECURITY THEY 
OFFER AND THE 
INFORMATION THEY 
HAVE ACCESS TO.

LOOK FOR 
Core infrastructure that 
logically and physically 

separates individual 
rooms for security. 
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When hosting training off-site it’s common to require access to your own network. You might have 
employees plugging-in via their personal devices, company laptops, or the venue’s computers. 
(The same applies when employees work from home). 

For each scenario, there are certain points requiring considerations:

TWO-FACTOR  
AUTHENTICATION

All organisations should be using two-
factor authentication for remote network 
connection. Two-factor authentication 
provides an extra layer of security for 
remote access. To login, users must enter 
a passcode (received by text, email or  
an app) in addition to their credentials. 

REMOTE NETWORK  
CONNECTION OPTIONS

There are a number of options you can 
use to remotely connect back to your 
network. These include (but are not 
limited to) Citrix, Virtual Private Network 
(VPN), or Remote Desktop Protocol (RDP). 
For off-site training, a good venue will be 
able to work with you regardless of the 
platform you use.

LESS SECURE: 

Personal Devices
Personal devices are unknown quantities. 
When employees access your network 
from their own device, it opens you up to 
potential breach. If an employee hasn’t 
installed antivirus software or the latest 
security patches, their device could be 
unknowingly compromised. Once they 
connect to your network, your system can 
be compromised too. 

MORE SECURE: 

Company Laptops 
Company laptops are a more secure 
choice for off-site events. Ensure your 
employees’ devices have the latest 
antivirus and security patches. 

Venue Computer Rooms with  
a Prepared Image and Firewall VPN 
For a highly secure combination  
for computer based events, Cliftons I.T. 
team can prepare an image which is 
deployed to all computers in the room 
(including the latest security patches and 
antivirus). A high-level VPN connection is 
then created, removing the need for  
users to login with their username  
and password. 

ACCESSING YOUR NETWORK OFF-SITE: 
IMPORTANT CONSIDERATIONS

Lock down your network to only allow access  
from company devices. If this isn’t desirable, set up 

automated pre-connection checks that prevent users 
connecting unless their device meets certain criteria 

(such as antivirus and up to date patches).
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WITH IMPENETRABLE CYBER SECURITY UNACHIEVABLE, CONTINGENCY 
PLANNING FOR THE WORST MUST BE PART OF ANY GOOD DEFENCE 
STRATEGY. THIS APPLIES EQUALLY TO VENUES. IF THE VENUE NETWORK 
IS BREACHED WHILE YOU’RE ONSITE, YOU NEED TO KNOW HOW THE 
VENUE’S I.T. TEAM WILL RESPOND AND HOW YOU’LL BE AFFECTED. 

WHEN THE WORST HAPPENS: 
HOW WILL YOUR VENUE  
RESPOND TO AN INCIDENT?

QUESTIONS TO ASK:

1.   Does the venue offer technical support?

2.   How are incidents handled and escalated?

3.   Do they have an in-house escalation team that can push 
a fast resolution?

4.   What are their SLAs? (i.e. How soon could you expect to 
be up and running again if something goes wrong?)

Look for a venue that offers 
all support in-house. Internal 

I.T. teams like the Cliftons 
Infrastructure team know 

their network like the back of 
their hand (in fact, they built it 

themselves!). This removes delays 
where an external provider needs 

to be briefed and involved. 
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CYBER SECURITY FOR 
MULTI-CITY EVENTS

MUST: CHOOSE  
A VENUE THAT  
HAS SITES COVERING 
AS MANY OF  
THE LOCATIONS 
YOU REQUIRE  
AS POSSIBLE.

Why? Apart from the obvious 
reasons of having less people 
to deal with, less number of 
times to repeat the same set 
of instructions, and consistent 
event quality across all venues,  
it also delivers advantage from 
a cyber perspective:

LESS VENUES = REDUCED 
RISKS ASSOCIATED WITH 
THIRD PARTIES 

Again, limiting the number  
of venues you share your data 
with minimises hygiene issues. 
The more parties you share 
sensitive information with,  
the harder it is to keep track  
of who has access to what.  
For every company that has 
access to your data, the 
greater chances you have  
of experiencing a breach.

BONUS NETWORK 
ADVANTAGES 

As an added advantage, some 
venues can arrange multi-room 
network connections across 
their venues in different cities. 
At Cliftons, this means an event 
happening simultaneously in 
Singapore, Hong Kong, Sydney 
and Auckland can be linked 
seamlessly. 

SUCCESS

Cyber breaches have the 
potential to cause disruption, 
time wastage, financial and 
reputational damage. With  
a well-planned approach, you 
significantly improve your 
chances of a smoothly run, 
secure event. 



CONNECT WITH US

www.cliftons.com

TELEPHONE 

AU: 1800 629 088 (free call in Australia)

NZ: 0800 629 088 (free call in New Zealand)

HK: +852 2159 9999

SG: +65 6591 7999

US: +1 855 738 6714

UK: +44 845 528 0524

https://www.cliftons.com/contact/
www.cliftons.com

